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ABSTRACT
The learning analytics and education data mining discussed in this handbook hold great
promise. At the same time, they raise important concerns about security, privacy, and the
broader consequences of big data-driven education. This chapter describes the regulatory
framework governing student data, its neglect of learning analytics and educational data
PLQLQJDQGSURDFWLYHDSSURDFKHVWRSULYDF\,WLVOHVVDERXWFRQYH\LQJVSHFLāFUXOHVDQG
more about relevant concerns and solutions. Traditional student privacy law focuses on
ensuring that parents or schools approve disclosure of student information. They are deVLJQHGKRZHYHUWRDSSO\WRSDSHUÜHGXFDWLRQUHFRUGVÝQRWÜVWXGHQWGDWDÝ$VDUHVXOWWKH\
no longer provide meaningful oversight. The primary federal student privacy statute does
QRWHYHQLPSRVHGLUHFWFRQVHTXHQFHVIRUQRQFRPSOLDQFHRUFRYHUÜOHDUQHUÝGDWDFROOHFWHG
directly from students. Newer privacy protections are uncoordinated, often prohibiting
VSHFLāFSUDFWLFHVWRGLVDVWURXVHIIHFWRUWU\LQJWROLPLWÜFRPPHUFLDOÝXVH7KHVHDOVRQHJOHFW
WKHQXDQFHGHWKLFDOLVVXHVWKDWH[LVWHYHQZKHQELJGDWDVHUYHVHGXFDWLRQDOSXUSRVHV,
SURSRVHDSURDFWLYHDSSURDFKWKDWJRHVEH\RQGPHUHFRPSOLDQFHDQGLQFOXGHVH[SOLFLWO\
FRQVLGHULQJEURDGHUFRQVHTXHQFHVDQGHWKLFVSXWWLQJH[SOLFLWUHYLHZSURWRFROVLQSODFH
providing meaningful transparency, and ensuring algorithmic accountability.
Keywords:022&VYLUWXDOOHDUQLQJHQYLURQPHQWVSHUVRQDOL]HGOHDUQLQJVWXGHQWSULYDF\
HGXFDWLRQGDWDHGWHFK)(53$623,3$GDWDHWKLFVUHVHDUFKHWKLFV

First, a caveat: the descriptions in this chapter should
not be used as a guide to compliance, since legal requirements are constantly changing. It instead provides
ways to think about the issues that people discuss
XQGHUWKHEDQQHURIÜVWXGHQWSULYDF\ÝDQGWKHEURDGHU
issues often neglected. In the United States, privacy
rules vary across sectors. Traditional approaches to
student privacy, most notably the Family Educational
5LJKWVDQG3ULYDF\$FW )(53$ 1 rely on regulating how
schools share and allow access to personally identiāDEOHVWXGHQWLQIRUPDWLRQPDLQWDLQHGLQHGXFDWLRQ
records. They use informed consent and institutional
oversight over data disclosure as a means to ensure
that only actors with legitimate educational interests
FDQDFFHVVSHUVRQDOO\LGHQWLāDEOHVWXGHQWLQIRUPDWLRQ
7KLVDSSURDFKDOLJQVZLWKWKH)DLU,QIRUPDWLRQ3UDFWLFH
3ULQFLSOHVØW\SLFDOO\QRWLFHFKRLFHDFFHVVDQGULJKW
)DPLO\(GXFDWLRQDO5LJKWVDQG3ULYDF\$FW  VHHKWWSV
ZZZHGJRYSROLF\JHQJXLGISFRIHUSDLQGH[KWPO"VUF UQDQG
https://www2.ed.gov/policy/gen/guid/fpco/pdf/ferparegs.pdf
1

to amend — that have been at the core of most privacy
regulation since the early 1970s. These early privacy
rules also focus primarily on disclosure of student
information without addressing educators’ collection,
use, or retention of education records.
Newer approaches to student privacy tend to simply
prohibit certain practices or require them to serve
ÜHGXFDWLRQDOÝSXUSRVHV%OXQWSURKLELWLRQVDUHRIWHQ
FUDIWHGWRRFUXGHO\WRZRUNZLWKLQWKHH[LVWLQJHGXcation data ecosystem, let alone support growth and
LQQRYDWLRQÜ(GXFDWLRQÝSXUSRVHUHVWULFWLRQVPD\OLPLW
H[SOLFLWÜFRPPHUFLDOÝXVHRIVWXGHQWGDWDEXWWKH\
do not deal with the more nuanced issues raised by
learning analytics and educational data mining even
when used by educators for educational purposes.
They do not consider the ways that using big data to
serve education may not serve the interests of all edXFDWLRQDOVWDNHKROGHUV,WLVGLIāFXOWIRUFDWHJRULFDOO\
SURKLELWLYHOHJLVODWLRQWREHVXIāFLHQWO\ĂH[LEOHWRPDWFK
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the fast pace of technological change and the highly
FRQWH[WXDOL]HGGHFLVLRQPDNLQJLQOHDUQLQJVSDFHV
'DWDVFLHQWLVWVDQGGHFLVLRQPDNHUVXVLQJOHDUQLQJ
analytics and education data mining must go beyond
mere compliance through deliberate foresight, transparency, and accountability to ensure that data-driven
WRROVDFKLHYHWKHLUJRDOVEHQHāWWKHHGXFDWLRQV\VWHP
and promote equity in broader society.

EDUCATION RECORD PRIVACY
The first wave of student privacy panic occurred
LQWKHODWHVDQGHDUO\V6FKRROVEHJDQWR
collect a wider array of information about students.
Educators and administrators routinely shared student
information on an ad hoc and often undocumented
EDVLV 'LYRN\ 

FERPA’s Default against School
Disclosure
In response, Congress passed the primary federal
VWDWXWHJRYHUQLQJVWXGHQWGDWD)(53$LQ)(53$
JLYHVWKUHHULJKWVWRSDUHQWVDQGÜHOLJLEOHVWXGHQWVÝRYHU
RUHQUROOHGLQSRVWVHFRQGDU\HGXFDWLRQ ÜSDUHQWVÝ
as shorthand). Federally funded schools, districts,
and state education agencies must provide parents
with access to education records maintained by the
HGXFDWLRQLQVWLWXWLRQRUDJHQF\ ÜHGXFDWLRQDFWRUVÝDV
shorthand) and the ability to challenge their accuracy.
Education actors must also get parents’ permission
EHIRUHVKDULQJSHUVRQDOO\LGHQWLāDEOHVWXGHQWLQIRUPDWLRQVXEMHFWWRPDQ\H[FHSWLRQVWKDWDOORZVFKRROV
to consent on their behalf.2
)(53$IRFXVHVRQOLPLWLQJWKHGLVFORVXUHRISHUVRQDOO\LGHQWLāDEOHVWXGHQWLQIRUPDWLRQE\HGXFDWLRQDO
institutions and agencies to approved recipients with
OHJLWLPDWHHGXFDWLRQDOLQWHUHVWV7RPHHW)(53$ÚV
requirements, schools must obtain parents’ written
FRQVHQWEHIRUHVKDULQJSHUVRQDOO\LGHQWLāDEOHLQIRUmation maintained in a student’s educational record
XQOHVVRQHRIVHYHUDOH[FHSWLRQVDSSOLHV,QSUDFWLFH
WKHH[FHSWLRQVVZDOORZWKHUXOHDQGHGXFDWRUVQRW
parents or students, make most privacy decisions
=HLGHD 

Schools Authorizing Disclosure to Serve
“Educational” Interests
7KHVFKRRORIāFLDOH[FHSWLRQGHOHJDWHVWKHEXONRI
data-related decision making to schools and districts.
6FKRROVFDQVKDUHVWXGHQWSHUVRQDOO\LGHQWLāDEOHVWXdent information without prior consent if the recipient
is 1) performing services on their behalf and 2) has a
ÜOHJLWLPDWHHGXFDWLRQDOLQWHUHVWÝLQDFFHVVLQJVXFK
)DPLO\(GXFDWLRQ5LJKWVDQG3ULYDF\$FW )(53$ 86&hJ
&)53DUW  &)5h H[FHSWLRQV KWWSVZZZODZ
FRUQHOOHGXXVFRGHWH[WJKWWSVZZZHGJRYSROLF\
gen/guid/fpco/pdf/ferparegs.pdf.

information; and, ostensibly, 3) has taken reasonable
PHDVXUHVWRH[HUFLVHGLUHFWFRQWURORYHUWKHLQIRUmation.3(GXFDWRUVGHFLGHZKDWTXDOLāHVVRPHRQHWR
EHDVFKRRORIāFLDODQGZKDWFRQVWLWXWHVDOHJLWLPDWH
HGXFDWLRQDOLQWHUHVWEXWGRQRWKDYHWRGHāQHWKHVH
WHUPVLQDQ\VXEVWDQWLYHGHWDLO 86'HSDUWPHQWRI
Education, n.d.). As a result, most rely on criteria
so broad as to encompass almost any circumstance
=HLGHD 6FKRROVUDUHO\WDNHDFWLYHPHDVXUHV
to control recipients’ detailed information practices, relying instead on terms of service or contracts
EHWZHHQWKHSDUWLHVDVWKHPHDQVRIÜGLUHFWFRQWUROÝ
(Reidenberg et al., 2013).

Researchers Barred from Repurposing
Student Data
)(53$SODFHVPRUHVWULQJHQWUHTXLUHPHQWVRQKRZ
educational actors share information with researchers.
8QGHUWKHVWXGLHVH[FHSWLRQWKH\PXVWGRVRSXUVXDQWWRDZULWWHQFRQWUDFWZLWKVSHFLāFWHUPV6WXGLHV
PXVWEHIRUWKHSXUSRVHRIÜGHYHORSLQJYDOLGDWLQJRU
administering predictive tests; administering student
DLGSURJUDPVRULPSURYLQJLQVWUXFWLRQÝ4 Researchers
PD\RQO\XVHSHUVRQDOO\LGHQWLāDEOHVWXGHQWLQIRUPDWLRQIRUVSHFLāHGSXUSRVHVDQGGHVWUR\WKHGDWDRQFH
it is no longer needed.

Compliance-Oriented Enforcement
Educational actors have no direct accountability for
)(53$YLRODWLRQV7KHVWDWXWHLVDERXWSXWWLQJDVWUXFWXUHLQWRSODFHUDWKHUWKDQSUHYHQWLQJVSHFLāFSULYDF\
violations. As a result, it does not impose consequences
for individual instances of noncompliance. Students and
educators cannot sue for violations under the statute
866XSUHPH&RXUW ,QVWHDGWKH86'HSDUWPHQWRI(GXFDWLRQ (' KDVWKHSRZHUWRZLWKGUDZ
all federal funding, including support in the form of
federal student loans, if an educational institution or
DJHQF\KDVDÜSROLF\RUSUDFWLFHÝRIQRQFRPSOLDQFH5
+RZHYHUWKH'HSDUWPHQWKDVQHYHUWDNHQWKLVGUDPDWLF
action since the statute’s enactment over forty years
DJR =HLGHE'DJJHWW 6LQFHVXFKDGUDVWLF
PHDVXUHZRXOGKXUWWKHYHU\VWXGHQWV)(53$VHHNVWR
protect, the agency instead focuses on bringing eduFDWLRQLQVWLWXWLRQVLQWRFRPSOLDQFH,WLVXQOLNHO\('
ZLOOHYHUSXUVXHVXFKDÜQXFOHDUÝRSWLRQ 6RORYH 

STUDENT DATA PRIVACY
For almost forty years, stakeholders predominantly
DFFHSWHG)(53$ÚVSURWHFWLRQDVVXIāFLHQWGHVSLWHPLQimal transparency, individual control over information,
RUFRQVHTXHQFHVIRUVSHFLāFYLRODWLRQVLQSUDFWLFH
)(53$ÚVUHJXODWRU\PHFKDQLVPVQRORQJHUSURYLGH
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,Gh D   6FKRRO2IāFLDO([FHSWLRQ 
,Gh D   6WXGLHV([FHSWLRQ 
5
86&hJ E  ×   3ROLFLHVRU3UDFWLFH3URYLVLRQ 
3
4

VXIāFLHQWUHDVVXUDQFHIRUVWDNHKROGHUVLQSDUWEHFDXVH
it regulates education records, not student data. The
statute provides only narrow protection in terms of
the information it covers, the actions it relates to, and
the entities to which it applies in an age of big data.

From Education Records to Student Data
Low-cost storage, instantaneous transfer over connected networks, and cloud-based servers create an
XQSUHFHGHQWHGYROXPHYHORFLW\DQGYDULHW\RIÜELJ
GDWDÝ 0D\HU6FK·QEHUJHU &XNLHU 6WXGHQW
LQIRUPDWLRQQRORQJHUPHDQVSDSHUÜHGXFDWLRQUHFRUGVÝ
ORFNHGDZD\LQVFKRROāOLQJFDELQHWVEXWUDWKHULQteroperable, instantly transferable data stored on cloud
servers. Interactive educational tools and platforms
generate more information about students with more
GHWDLOWKDQKDVSUHYLRXVO\EHHQSRVVLEOH'DWDPLQHG
information from out-of-classroom sources, like school
,'JHRORFDWLRQDQGVRFLDOPHGLDJRHVIDUEH\RQG
WUDGLWLRQDOH[SHFWDWLRQVUHJDUGLQJHGXFDWLRQUHFRUGV
$ODPXGGLQ%URZQ .XU]ZHLO (YHQZKHQ
mined student information is publicly available, many
VWDNHKROGHUVāQGWKHQRWLRQRIV\VWHPDWLFFROOHFWLRQ
and analysis of student data unsettling (Watters,
2015). The automatic capture of clickstream-level data
about students, the permeability of cloud computing
QHWZRUNVDQGWKHLQāQLWHXWLOLW\RIELJGDWDSURPSWV
new privacy concerns (Singer, 2013).
)(53$ÚVUHOLDQFHRQSDUHQWDOVWXGHQWRUVFKRRORYHUsight of recipients’ information practices may not be
possible, let alone practical or meaningful, given the
TXDQWLW\DQGFRPSOH[LW\RIELJGDWDDQGWKHDXWRPDWHG
transmission of information in interactive, digitally
mediated environments. The statute does not even
address schools’ own privacy practices or cover new
independent education providers, like massive open
online courses (MOOCs), which collect information
GLUHFWO\IURPXVHUVLQÜOHDUQLQJHQYLURQPHQWVÝEXW
receive no federal funding. Stakeholders have little
idea about what information schools and companies
collect on students and how they use them (Barnes,
2014). They can’t be sure that educators and data
recipients even adhere to the privacy promises they
PDNHØHVSHFLDOO\ZKHQ)(53$LPSRVHVQRGLUHFW
accountability for non-compliance.

Proliferation of New Student Privacy Protections
Since 2013, state policymakers responded to stakeholder
SDQLFE\LQWURGXFLQJRYHUVWXGHQWSULYDF\ELOOV
states have passed 73 of these into law. On the federal
OHYHOOHJLVODWRUVSURSRVHGDPHQGPHQWVWR)(53$DQG
bills that would directly regulate the companies and
RUJDQL]DWLRQVUHFHLYLQJVWXGHQWLQIRUPDWLRQ7KHYDVW
majority of protective measures apply to federally
IXQGHG3×SXEOLFVFKRROVEXWWKHUHLVQRFRQVHQVXV

DERXWZKDWFRQFHUQVPDWWHUDQGZKDWÜVWXGHQWSULYDF\ÝPHDQV7KLVLVFOHDUIURPWKHLQFUHGLEOHYDULHW\RI
ways districts, researchers, institutions, companies,
states, and federal policymakers propose to protect
VWXGHQWGDWD &HQWHUIRU'HPRFUDF\DQG7HFKQRORJ\
'4&9DQFH 
$OPRVWDOOUHIRUPPHDVXUHVUHĂHFWWKHQHHGIRUPRUH
transparency, accountability, and baseline data safety,
security, and governance protocols. Many simply conWLQXH)(53$ÚVIRFXVRQKRZVFKRROVVKDUHLQIRUPDWLRQ
with third-party vendors and education researchers.
6HYHUDOH[SOLFLWO\SURKLELWVFKRROFROOHFWLRQRIFHUWDLQ
types of information or from outside sources like
social media. Some measures regulate data-reliant
VHUYLFHSURYLGHUVGLUHFWO\ &HQWHUIRU'HPRFUDF\DQG
7HFKQRORJ\'4&9DQFH 

Self-Regulation Supplements
0RUHĂH[LEOHDSSURDFKHVWRSULYDF\JRYHUQDQFHLQYROYH
self-regulation. Over 300 companies have signed a
6WXGHQW3ULYDF\3OHGJHFUHDWHGE\WKH)XWXUHRI3ULvacy Forum and the Software & Information Industry
Association, which includes ten principles such as not
selling student data. Signatories risk FTC enforcement
if they do not abide by their promises (Singer, 2015).
7KH86'HSDUWPHQWRI(GXFDWLRQHGXFDWLRQRUJDQL]DWLRQVDQGSULYDF\H[SHUWVDUHFRQWLQXRXVO\UHOHDVLQJ
new best practice guidelines and privacy toolkits
.UXHJHU3ULYDF\7HFKQLFDO$VVLVWDQFH&HQWHU
 )RUVWDNHKROGHUVWRKDYHVXIāFLHQWWUXVWLQWKHVH
UXOHVKRZHYHUWKHUHPXVWEHVXIāFLHQWWUDQVSDUHQF\
about information practices, consideration regarding
learning analytics purposes and potential outcomes,
and accountability for noncompliance.

STUDENT PRIVACY GAPS
While the latest round of student privacy regulation
KDVSURPSWHGPXFKPRUHH[SOLFLWJRYHUQDQFHRIVWXdent data and some sorely needed transparency, most
UHIRUPPHDVXUHVVWLOOVXIIHUIURPPDQ\RI)(53$ÚV
ĂDZV0RVWVWXGHQWVDQGVWDNHKROGHUVVWLOOKDYHQR
concrete sense of what information is contained in
education records, vague notions of how data can be
XVHGWRWKHLUEHQHāWDQGPLQLPDOUHDVVXUDQFHDERXW
ZKDWSURWHFWLRQVDUHLQSODFH 3ULQVORR 5RZH
5XEHO -RQHV=HLGHD 

Minimal Meaningful Consent and
Oversight
)(53$DQGVLPLODUUXOHVUHO\RQSDUHQWDORUVFKRRO
oversight of disclosure as a way to ensure that only
appropriate recipients can access student data. This
may not be possible, let alone practical or meaningful,
JLYHQWKHTXDQWLW\DQGFRPSOH[LW\RIELJGDWDDQGWKH
automated transmission of information in interactive,
KWWSVWXGHQWSULYDF\SOHGJHRUJ"SDJHBLG 
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digitally mediated environments. Contractual provisions
create some more structure, but require schools to
monitor third-party information practices and bring
H[SHQVLYHODZVXLWVIRUHQIRUFHPHQW)LQDOO\OLPLWLQJ
disclosure doesn’t work as well to prevent inappropriate use of student information since recipients
ZKRLQLWLDOO\XVHWKLVGDWDIRUÜOHJLWLPDWHHGXFDWLRQ
LQWHUHVWVÝRIWHQVHUYHFRUSRUDWHRUUHVHDUFKLQWHUHVWV
DWWKHVDPHWLPH <RXQJ=HLGHD 

Crude Categorical Prohibitions
Some regulations attempt to address this problem by
FRPSOHWHO\EDUULQJVSHFLāFGDWDFROOHFWLRQXVHDQG
repurposing. This often leads to problematic outcomes
WKDWFRQĂLFWZLWKFXUUHQWGDWDXVHLQWKHHGXFDWLRQ
system and unnecessarily restricts promising learning
analytics and educational data mining. In Florida, for
H[DPSOHDEDQRQFROOHFWLQJELRPHWULFLQIRUPDWLRQ
FRQĂLFWHGZLWKH[LVWLQJSUDFWLFHVDQGOHJDOREOLJDWLRQV
regarding special education students. As a result,
many states have had to suspend or amend their initial
attempts at ensuring student privacy. Erasure rules
severely limit the potential for longitudinal studies and
IUHTXHQWO\RIWHQFRQĂLFWZLWKRWKHUUHFRUGNHHSLQJ
REOLJDWLRQVLPSRVHGE\VWDWHODZ 9DQFH 

Limits of Education Purpose
Limitations
Many new laws follow the model of California’s StuGHQW2QOLQH3HUVRQDO,QIRUPDWLRQ3URWHFWLRQ$FW
623,3$ ZKLFKFRYHUVHQWLWLHVSURYLGLQJHGXFDWLRQ
.× VHUYLFHV7KH\UHJXODWHKRZWKHVHDFWRUVXVH
student information directly, rather than trying to do
so through school oversight. Online providers of such
services must have contracts with schools, erase student
information upon request, and cannot create learner
SURāOHVWKDWGRQÚWVHUYHVSHFLāHGÜ.×SXUSRVHVÝ 7
5HJXODWLRQVWKDWOLPLWVWXGHQWGDWDWRÜHGXFDWLRQDOÝXVH
or purposes attempt to prevent commercial misuse
E\IRUSURāWHQWLWLHV3XUSRVHOLPLWDWLRQVKRZHYHUGR
not address more nuanced issues raised by learning
DQDO\WLFVDQGHGXFDWLRQGDWDPLQLQJ3XUSRVHOLPLWDtion rules rest on the assumption of a consensus about
ZKDWFRQVWLWXWHVDQÜHGXFDWLRQDOÝSXUSRVH7KH\GRQRW
consider ways that institutions or researchers might
SULRULWL]HJRDOVRWKHUWKDQWKHLPPHGLDWHHGXFDWLRQDO
interests of learner data subjects while still legitimately
using data to manage institutional resources, improve
the education system, or shed insight on learning sciHQFH6FKRROVPLJKWIRUH[DPSOHXVHSUHGLFWLYHGDWD
7

The statute does, however, include a carve out indicating that
LWÜGRHVQRWOLPLWWKHDELOLW\RIDQRSHUDWRUWRXVHLQIRUPDWLRQ
LQFOXGLQJFRYHUHGLQIRUPDWLRQIRUDGDSWLYHRUSHUVRQDOL]HGVWXGHQW
OHDUQLQJSXUSRVHVÝh O $VRIWKHZULWLQJRIWKLVFKDSWHULW
is not clear how these rules will work in practice. Student Online
3HUVRQDO,QIRUPDWLRQ3URWHFWLRQ$FW 623,3$ &$/%86 352)
&2'(hh×  KWWSVOHJLQIROHJLVODWXUHFDJRY
IDFHVELOO1DY&OLHQW[KWPO"ELOOBLG 6%
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WRH[FOXGHUDWKHUWKDQHQFRXUDJHPDUJLQDOVWXGHQWV
to save resources or improve rankings (Ashman et al.,
'UDFKVOHU *UHOOHU5XEHO -RQHV
6HOZ\Q6ODGH 

Leaving Out Learner Data
Most new laws do not address information held in
higher education institutions. They do not address
ÜOHDUQHUÝLQIRUPDWLRQFROOHFWHGE\YLUWXDOOHDUQLQJ
environments independent of traditional, federally
funded education institutions. Instead, the more
permissive commercial privacy regime governs data
collected and used by these private entities (in the
absence of applicable state law). This means that use
DQGGLVFORVXUHRIWKLVÜOHDUQHUÝGDWDLVOLPLWHGE\FRQsumer privacy policies, which are notorious for being
incomprehensible, overly broad, and open to change
ZLWKRXWQRWLFH -RQHV 5HJQHU3RORQHWVN\ 
7HQH<RXQJ=HLGHD 

EDUCATION DATA ETHICS
Society grapples with these issues across sectors,
but they are particularly acute in education environments. As individuals who seek to improve education
H[SHULHQFHVDQGRSHUDWHZLWKLQWHJULW\LWLVHDV\
to lose sight of how revolutionary the information
practices involved in learning analytics and education
data mining are compared to traditional education
information practices and norms about student data.
Students rarely have a realistic choice to opt out of
mainstream data-driven technologies. Education data
subjects are more vulnerable than those in typical
FRQVXPHUFRQWH[WVQRWRQO\EHFDXVHWKH\PLJKWEH
children, but also because learning requires some
degree of risk-taking for intellectual growth. There
are still unresolved issues about whether these tools
PD\LQDGYHUWHQWO\UHGXFHUDWKHUWKDQH[SDQGHTXLtable opportunities, undermine the broader goals of
the education system, and give students less agency
DQGPDNHWKHPPRUHQRWOHVVYXOQHUDEOH 3ULQVORR
6ODGH6LHPHQV 

Equitable Outcomes
It is important for those working with student data
to consider how consequences may play out in an
LQHYLWDEO\ĂDZHGUHDOLW\UDWKHUWKDWWKHQHXWUDOVSDFH
of theoretical and technological models. Algorithmic
models may inadvertently discriminate against minorities or students of lower socioeconomic status.
They may have disparate impacts. Tools that predict
student success could repeat past inequities instead
of promoting more achievement and upward mobility.
Ostensibly neutral policies can create deeply inequitable outcomes due to uneven implementation (boyd
&UDZIRUG&LWURQ 3DVTXDOH%DURFDV 
Selbst, 2014).

Broader Education Effects
Continuously collecting detailed information in classrooms, from cameras, or from sensors can have broader
consequences. Ubiquitous surveillance and embedded
assessment may have a chilling effect on student parWLFLSDWLRQDQGH[SUHVVLRQ %RQLQJHU 0ROQDU
9DQFH 7XFNHU :KLOHWKHVHSUDFWLFHVUHGXFH
reliance on periodic high-stakes tests, they also put
every moment of the learning process under scrutiny.
This may ultimately undermine trust in data-driven
education tools and practitioners, chilling the intellectual risk-taking required in learning environments.

Inadvertently Shifting Authority
Learning analytics and educational data mining changes
not only how, but who makes pedagogical and academic
decisions. Traditionally, the individuals who evaluated
and made decisions about students were close at hand
DQGUHOLHGRQSHUVRQDOFRQWH[WXDOL]HGREVHUYDWLRQDQG
NQRZOHGJH3DUHQWVVWXGHQWVRUDGPLQLVWUDWRUVZLWK
concerns about particular outcomes could go directly
WRWKHUHOHYDQWGHFLVLRQPDNHUIRUH[SODQDWLRQ7KLV
created transparency, and an easy avenue to seek
redress, thereby providing accountability.
In adopting data-driven education tools, educators
change what goes into measuring learning, what goals
we seek to achieve through education, and who gets
to make those decisions. Automated and algorithmic
pedagogical and institutional decision-making shifts
the locus of authority from a traditional, physically
present human to obscure technologies or remote
FRPSDQLHVDQGUHVHDUFKHUV'DWDGULYHQHGXFDWLRQ
changes who gets to make important decisions that
shape lives and the education system overall. It does
so without the shift being obvious, and, in many cases,
deliberate. This shift in who can access and use data
VKLIWVSRZHUUHODWLRQVKLSVDVZHOO$VVHFXULW\H[SHUW
%UXFH6FKQHLHU  QRWHVÜ:KRFRQWUROVRXUGDWD
FRQWUROVRXUOLYHVÝ SDUDJUDSK :HPXVWH[SOLFLWO\
consider the handoff of authority that goes with the
handoff of data.

GOING BEYOND COMPLIANCE
Under the current and emerging regulatory framework, learning analytics and education data mining
practitioners and consumers will have much of that
power. They will accordingly bear the responsibility of
GHāQLQJZKDWVWXGHQWSULYDF\PHDQV7KHLUGHFLVLRQV
about technological structures, conceptual models,
and learning outcomes craft the rules that apply in
practice to information in learning environments.
These decisions need to be made thoughtfully and
GHOLEHUDWHO\,WDOVREHQHāWVOHDUQLQJDQDO\WLFVDQG
HGXFDWLRQDOGDWDPLQLQJDVDāHOGE\FXOWLYDWLQJWKH
trust required for individual participation, institutional

implementation, and policymaker support for learning
analytics and educational data mining overall.
I recommend going beyond mere compliance to take
a more proactive approach. Ideally, this involves not
only anticipating potential problems, but also putting
protocols in place to determine practices if they arise
and open communication with data subjects and stakeholders. Key components of proactive student privacy
practices include 1) considering ethical implications;
 FUHDWLQJH[SOLFLWSURWRFROVIRUUHYLHZ DFWLYHO\
communicating with data subjects and stakeholders
about data practices, purposes, and protection; and
4) ensuring algorithmic accountability.

Ethical Scrutiny
Learning analytics and educational data mining projects
should include deliberate, proactive consideration of
SRWHQWLDOEHQHāWVDQGWKHLUGLVWULEXWLRQDFURVVVRFLHW\
and time, unintended outcomes related to learning
and broader society, and ethical questions regarding
H[SHULPHQWSURWRFROVDQGXOWLPDWHSULRULWLHV7KHVH
UHĂHFWLPSRUWDQWFRQVLGHUDWLRQVUHJDUGLQJKXPDQ
VXEMHFWH[SHULPHQWVSURPXOJDWHGLQWKH%HOPRQW5HSRUW
LQDQGODWHUFRGLāHGDQGLQVWLWXWLRQDOL]HGWKURXJK
Institutional Review Boards (IRBs) that must approve
of academic research. However, data use only inside
LQVWLWXWLRQVDFWLYLWLHVFDWHJRUL]HGDVÜRSWLPL]DWLRQÝ
instead of research, and company practices rarely unGHUJRVLPLODUO\H[SOLFLWFRQVLGHUDWLRQRIIXQGDPHQWDO
ethical principles.
Learning analytics and educational data mining practitioners, consortia, and supporters have promulgated
ethical principles to guide information practices. These
raise important issues, including the importance and
GLIāFXOW\RIXVHUQRWLFHDQGFRQVHQWWRKRZGDWDLV
collected, stored, processed, and shared in learning
systems, given the volume of information and comSOH[LW\RIDOJRULWKPLFDQDO\VLV7KH\DOVRLQFOXGHPRUH
DEVWUDFWQRWLRQVRIMXVWLFHDQGEHQHāFHQFHWKDWWDNH
LQWRDFFRXQWZKHWKHUH[SHULPHQWDOUHVXOWVVHUYHWKH
ÜJUHDWHUJRRGÝ 'UDFKVOHU *UHOOHU2SHQ8QLYHUVLW\3DUGR 6LHPHQV6FODWHU %DLOH\
6ODGH$VLORPDU 

Explicit Review
3ULYDF\DQGHWKLFDOFRQVLGHUDWLRQVVKRXOGEHLQFRUSRUDWHGIURPWKHāUVWVWDJHVRIWHFKQRORJ\DQGH[SHULmental design. At a minimum, data-driven education
tools should be audited for unintended bias, disparate
impact, and disproportionate distribution of risk and
EHQHāWVDFURVVVRFLHW\$EHVWSUDFWLFHZRXOGFUHDWH
proactive measures to address possible, but foreseeable, problematic outcomes ahead of time. Is there a
SRLQWIRUH[DPSOHZKHQWKHGLVFUHSDQF\EHWZHHQ
WZRH[SHULPHQWDOJURXSVLVVRKLJKWKDWUHVHDUFKHUV
DQGHGXFDWRUVVKRXOGVWRS$%WHVWLQJ"
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3URMHFWVVKRXOGKDYHSUHGHWHUPLQHGSRLQWVIRUH[SOLFLW
accountability and ethical review. Many companies, for
H[DPSOHKDYHEHJXQWRHPSOR\WKHLURZQÜFRQVXPHU
UHYLHZERDUGVÝWRWDNHGDWDVXEMHFWVÚDQGEURDGHUVRFLety’s interests into account before moving forward on
H[SHULPHQWVDQGDJDLQEHIRUHSXEOLFDWLRQ &DOR
-DFNPDQ .DQHUYD7HQH 3RORQHWVN\ 

Aggressive Transparency
Ideally, learning analytics and education data mining
tools and technologies should also provide meaningful transparency and algorithmic accountability.
Transparency is important on both the micro- and
WKHPDFUROHYHO'LVFORVLQJLQIRUPDWLRQSUDFWLFHV
helps reassure stakeholders who might panic in an
DEVHQFHRIVXIāFLHQWO\VSHFLāFDQGUHDGLO\DYDLODEOH
information about learning analytics and educational
data mining data practices.
Transparency and outreach about the ways that data
DQDO\VLVPD\EHQHāWFXUUHQWOHDUQHUVØDQGQRWVRPH
future student in a land far, far, away — helps ameliorate
stakeholder fears. Open and early communication also
helps reduce the impression that a small elite group
of scientists have tremendous control over student
H[SHULHQFHVDQGRXWFRPHVDQGWKDWWKHLUDFWLRQVDUH
shrouded in secrecy. It helps to recruit institutional
UHVRXUFHVWRāQGZD\VWRUHDFKRXWWRGDWDVXEMHFWV
and the wider community.

Algorithmic Accountability
Transparency, however, is not enough to ensure appropriate information practices. It is a prerequisite.
'RFXPHQWDWLRQDQGDFFRXQWDELOLW\DUHDOVRLPSRUWDQW
given the stakes at issue and the obscurity of algorithmic decision making. Learners and stakeholders will
want to know what evidence backs up pedagogical
and institutional decision making. Ideally, learning
analytics and education data mining practitioners
should implement tools for algorithmic accountability.
These include audits to double check that algorithmic tools perform as intended and actually promote
promised outcomes.

A key piece of algorithmic accountability that will
become increasingly important in affecting learners’
future opportunities is the need to document algorithmic and institutional decision making to allow for due
SURFHVV 'LDNRSRXORV.RELH.UROOHWDO
2017). Learners, educators, and institutions will want
to see the evidence and know about the systems that
impact their academic progress and credentialing and
H[DPLQHWKHGHFLVLRQVWKDWDIIHFWWKHP =HLGHD
VHHDOVR&LWURQ 3DVTXDOH&UDZIRUG 6FKXOW]
 'DWDVFLHQWLVWVDQGGDWDGULYHQGHFLVLRQPDNHUV
VKRXOGEHSUHSDUHGWRIDFLOLWDWHIRUHQVLFH[DPLQDWLRQ
RILPSRUWDQWGHFLVLRQV3DUHQWVIRUH[DPSOHZLOOZDQW
DQH[SODQDWLRQDVWRZK\WKHLUFKLOGZDVRUZDVQRW
SURPRWHGWRWKHQH[WJUDGHÜ%HFDXVHWKHDOJRULWKP
VDLGVRÝZLOOQRWEHDVXIāFLHQWUHVSRQVH

CONCLUSION
Trust is crucial to learning environments, which seek
WRIRVWHULQWHOOHFWXDOH[SHULPHQWDWLRQDQGJURZWK
As noted in a 2014 White House report on big data,
Ü$VOHDUQLQJLWVHOILVDSURFHVVRIWULDODQGHUURULWLV
particularly important to use data in a manner that
DOORZVWKHEHQHāWVRIWKRVHLQQRYDWLRQVEXWVWLOODOORZV
DVDIHVSDFHIRUVWXGHQWVWRH[SORUHPDNHPLVWDNHV
and learn without concern that there will be long
term consequences for errors that are part of the
OHDUQLQJSURFHVVÝ
By going beyond mere compliance, those entrusted
with education data can guard against potential unintended consequences of even the most well-meaning
projects that might undermine the very goals they seek
to achieve. The readers of this handbook entrusted
with the wealth of student data should take a proactive approach that aims not at mere compliance, but
goes beyond to consider broader social, ethical, and
SROLWLFDOLPSOLFDWLRQV'RLQJVRZLOOSURPRWHWUXVW
in data-driven education and ensure that learning
analytics and educational data mining achieve their
revolutionary potential.
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